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October 15, 2007

Completing Your Cyber Security Awareness Training via CD

You will need a score of 80% to successfully complete this Cyber Security Awareness course.
This Read Me First document provides the procedural steps to follow to complete your CSAT training. Turn your
computer on and insert the CD-ROM into your computer.

Step  Activity
1. Click Start.

2. Click My Computer.

3. Double-click the CD-ROM Drive
icon.

4. Double click the file Setup.exe.

S. In the installation dialog box, check
the box labeled Do you agree to
all of the terms of the preceding
license agreement?

Note: If you do not see the installation
dialog box, it may be minimized on the
task bar at the bottom of your screen.
Look for the words “Unified Offline
Content...."”, and then click the phrase
to open the dialog box.

6. Check the box labeled Install All
Content Players.

View

i@ 5taﬁl

Devices with Removable Storage

CD-R

Setup.ex%

:.% Unified Offline Content Manager Installation

Show License

IEDO you agree to all of the terms of the preceding license agreement?;

fei= =

Please choose the location where the SCM will be installed.

|C:1.Program Files\Skill Soft

:.% Unified Offline Content Manager Installation

Show License

,7 Do you agree to all of the terms of the preceding license agreement?

Please choose the location where the SCM will be installed.

|C:1.Program Files\SKill Soft

ri Install All Content Players:

nstall Help Files
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7. If you will need accessibility ' Unified Offline Content Manager Installation =n[E=R~="
support, such as a screen reader

for sight impaired students, check Show License |
the box labeled Install and enable

Accessibility support (section
508, screen read er). Please choose the location where the SCM will be installed.

|7 Do you agree to all of the terms of the preceding license agreement?

IC:lProg ram Files\Skill Soft

[ Install All Content Players
[v Install Help Files

Iv_]:?I?nstall and enable Accessibility support (section 508, screen reader):

8. Click Continue to begin the Continu
installation of the Skillsoft Course
Manager.
Note: This procedure will install a

shortcut icon on your computer
desktop.

- When the procedure fnishes the x

installation, click OK.

@ Completed Installing SkillSoft Course Manager

10. Double-click the SkillSoft Course
Manager icon, located on your
computer’'s desktop,

11. Enter your name in the user ID
field, and then click OK.

r—

Cancel

12. Click Yes to create the ID onyour  [‘Signin =
computer.
Note: Remember your ID. You will
need it to access the course materials
each time you play the program.
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13.

14.

15.

16.

17.

Click IT Security Awareness.

Click Play Now.

A window may briefly appear. You
can disregard or close the window
as soon as you see the picture in
the next step.

You may see the following window,
requesting a selecting of
methodology. Users with 508
accessibility needs should choose
Web Accessibility Course Play
option. Other users can choose the
Keyboard Accessible Course
Play option.

Note: Tap the Getting Started button
to see a list of all available options.

This picture will appear while the
application loads on your
computer. Depending on your
computer’s speed, the application
can take more than a minute to
load.

‘:ﬁ IT Security Awarensgs

—
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File Edit Wiew Favorites Tools Help

Links | More €3 AMI

w

(& http://127.0.0.1:9090/ Content/scp/launchlocalBs.... ]

This window can be safely closed once the course is loaded.

Player Options

[¥ou are ahout to start the SkillSoft Course Player,
Use Tab to navigate, Space or Enter to select, Select one of the buttons below to start the player

IT Security Awareness
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Non-Animated Course Play
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Getting Started
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x|

Page 3



AgLearn Job Aid

Completing Your Cyber Security Awareness Training via CD
18.

19.

20.

21.

22.

23.

When the application completes
the loading process, a course
menu appears. In the lower left-
hand corner, click Begin Course.

Note: You can return to the Course
Menu at any time during the course to
check your status. The Course Menu
icon will appear in the lower-right
corner of each content page.

You may want to turn off the audio,
or pause it during the course.

Click the Next Page button to
progress through the course.

Occasionally, screens may take
additional time to load. You will
notice a Please Wait sign in the
lower center of your screen. These
screens may take several seconds
depending on your access speed.

During the course, you will be
asked to check your knowledge
with questions and tests. Answer
the questions, then click Done to
review your feedback.

At the end of each test, a Test
Results screen will appear,
detailing your current scores. Click
the Next Page icon to continue.
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SkillS - ft

IT Security Awareness

Exit ) | Help
Course Menu

Goal:To enable you to recognize the role of federal employees in ensuring the secure operationof ~ Current Course Score:

federal information systems

To startthe course from the beginning, selectthe Begin Course button
To hegin 2 topic or test, select any active topic or test link.

Course Overview Owerview

Introduction to Information System Security
Lesson Pre-fest
Frinciples of Information System Security
Threats to Information System Security.

Lessan Posttest

Federal Information System Security
Lesson Pra-test
Federal Employes Roles and Responsibilities
Security Awareness for Offsits Employess

Lesson Posttest

Instruction

Instruction

Instruction
Instruction

Type Status  Current  Take Course

Score Pre-test
O Iy

Take Test

Take Test

0000 ©OO0Oo

WEE ()

Turn Sudio %
@ Stop Audio

|;: ; Flease Wiait...

Match the security feature to the infarmation

gecurity ohjective it aims to achieve. ﬂ Autass sontrals prevent

authorized users from deleting
information accidentally
Each nhjg:lwe rmay have more than one feature

mmateh 10 it ﬂ A policy stipulates that the

sharing of usernames and
passwords is unacceptable

Q Suppliers velify the infarmation
inthe GSA datahase

ﬂ Passwords prevent
unauthorized users from
rmanipulating the systerm and
data

Match the options and targets that relate to one
another and then selectDone.

[ Done_|

/i http://127.0.0.1:9090 - SkillSoft Player - Microsoft Internet Explorer provided by Yerten

|

Availability

I

Inteqrity

I

Canfidentiality

SkillSft

Introduction to Information System Security

=101 x|
Exit ) Help )

Test Results

Name: Current Course Score: 49%
To instantly review topic content, select any topic title below. Pretest  Highest  Current
To retake specific topic tests, select any active Retake Test links Score Score Score
Introduction to Information System Security 98% 98% ag8%
Principlas of Information Systerm Secur 93% 93% 3%
Threats to Information System Securi 100% 100% 100%
f & 'y Turn Audio Off / - e:d Page
() 8) O ICN
\) ES Play Audio -7
[&] Applet cCaplayer started [ [ [ [ s mtemet v
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24.

25.

26.

27.

28.

To check your progress at any time
during the course, click the Course
Menu icon in the lower right-hand
corner of your screen.

Filled green circles indicate that
course sections have been
completed, partially filled circles
indicate partial completion and
empty circles indicate that the
section has not yet been started.
Click Return to Bookmark to
return to the course at the point
where you left.

Note: You can also click any course
link to move directly to that section. All
circles should be green before you exit
the course. You can also click the Print
icon on this page to print your test
scores.

When you reach the end of the
course, you will see a message
telling you that you may need to
satisfy other criteria to mark this
course as “complete”.

Note: If you are not sure that you
completed all sections, click the
Course Menu icon to view your status.
All circles should be completely filled
with green.

Click Exit to leave the course.

Click Yes to confirm that you want
to exit.

October 15, 2007

Learning Foints ) E Turn Audio Off Course Menu
(< (v
| Page 4 of 19 m Play Audio
E |4 Internet
SkillSft L_Eat ) _nee )
|IT Socurity Awareness
Goal:Ta enable you to recognize the role of federal employees in ensuring the secure operation of  Current Course Score: 19%

federal information systems

To continue at your hookmarked location, select the Return to Bookmark button Type
To begin a topic of test, select any active topic of test link.

Course Overview Overview
Introduction te Information System Security

€ Frinciples of Instruction
Threats to Information Systern Security

Lesson Posttest

Syster Security

Instructian

Federal Information System Security
Lesson Pre-lest

Federal Employee Rales and Responsibilities Instructian

Security for Offsite Employees Instruction

Lesson Fosttest

Status  Current  Take Course
Score Test

@ NI

48% Take Test

Take Test

0OO00 CCee

©)

SkillSft

| IT Security Awareness

End of Course

You have reached the last page ofthe course
content For this course to be marked as
"Complete”, you may need to salisfy other criteria
specified by your organization

To continue wiewing content use the navigation
buttons below.

To exit the course, selactthe Exit button in the
upper right comar.

) ED
x

Do you really want to exit the SlallSoft Player?

=, W

Java dpplet window
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29. Click Exit to close the course _[al x|

manager window.

Exit Course Manager|

30. Click Yes to confirm the exit. Exit Skillsoft Course Manage x|

Note: There may be one window

remaining that indicates in can be 4? | Do you really want to exit?
closed once the course has launched. \1)

You can close this window if you did

not do so earlier. W “

31. To print your completion i 5tait\l

verification statement, you will
need to return to the CD-ROM.

Click Start.
33. Double-click the CD-ROM Drive Devices with Removyable Storage
icon.
34. Double click the file FYO8 CSAT ‘=" FY08 CSAT Statement.pdf
Statement. L
35. Click the print icon to print the =4
statement.
36. Sig_n YOUF name to the document, FY08 Computer Security Awareness Training|
verifying that you have completed
all sections of the reqUired Cyber | certify that | have complsted the FY08 Computer Security Awareness Training

security training. Be sure to print
the date, your name, agency name

Date:

Employee Name

and email address as well. _—
ignature:

Note: Signing this statement without Agency Name:

actually completing the required Email Address:

training violates USDA policy.

PerDepariments| Regulstion 3620-001, AgLeam is the official training system for USDA, and the source of all dats for audits,
ryt dracords ions relating to personnel sctions. Alldats contsined in AgLesm is subject to
the Office tme. False claims of
using AglLesm as recordedin their Lasming History fie., f substantisted, may be usad to
se sction

completad training submit
support disciplinary orothar ad

Fax Ihls form to your ISSPM and your local AgLearn administrator.
I you do nat know your ISSPM. cantact Gybe by email st: gyber
or call the Gffes of Cyber Sacurty |[zaz ) 630-0048
Ifyou do not know your lacel AgLeam sdministrstar, raview the documant on your CD filed AgLearn Agency Leads. Contact you
‘ABLeam Agency Lead for your loc saminsiTators contact Iometon.
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37. Forward or Fax this statement to
your ISSPM and your local
AgLearn Administrator.

Note: If you do not know your ISSPM,
contact Cyber Communication by
email at:
cyber.communication@usda.govor call
the Office of Cyber Security at (202)
690-0048. If you do not know who your
local AgLearn administrator is, review
the file on your CD titled AgLearn
Agency Leads. Contact the AgLearn
Lead for your agency to learn the
contact information for your local
administrator.

38. You have now completed your
Cyber Security Training for this
fiscal year. Congratulations!
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